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(SHAN), Universidad de los Andes, and Universidad Nacional de Colombia. 

Funding 
This research was funded via the UK Research and Innovation, as part of the Global Challenges Research Fund 
(GCRF). The views presented in this paper are those of the author(s) and do not necessarily represent the views of 
GCRF, the UK Government or partner organisations. 



 

 

 

About these guidelines .................................................................................................................. 4 
 
1. Data security……………………………………………………………………………………………….5  

1.1. Computer system security: encryption ............................................................................................................. 5 
1.2. Network security .............................................................................................................................................. 7 
1.3. Passphrases .................................................................................................................................................... 7 
1.4. Physical security .............................................................................................................................................. 7 
1.5. Secure transfer ................................................................................................................................................ 7 
1.6. Secure deletion of files ..................................................................................................................................... 8 

2. Collaborative research environment ......................................................................................... 9 

3. Data storage and backup ......................................................................................................... 10 
3.1. Storage of audio recordings ........................................................................................................................... 10 
3.2. Storage of interview transcripts and summaries ............................................................................................ 10 
3.3. Storage of database ....................................................................................................................................... 10 
3.4. Storage of images .......................................................................................................................................... 10 

4. Non-disclosure agreement for transcription and translation ................................................ 11 

5. Remove personal identifiers from data files (for anonymisation) ......................................... 12 
5.1. Anonymising quantitative data ....................................................................................................................... 12 
5.2. Anonymising qualitative data ......................................................................................................................... 13 

6. Organising data files ................................................................................................................ 14 
6.1. Transcription of interviews ............................................................................................................................. 14 
6.2. Transcription tools .......................................................................................................................................... 14 
6.3. File naming .................................................................................................................................................... 15 
6.4. Organising files in folders ............................................................................................................................... 15 

7.  Documenting data files ......................................................................................................... 16 
7.1. General documentation for a data collection .................................................................................................. 16 
7.2. Documentation of quantitative data ................................................................................................................ 16 
7.3. Documentation of qualitative data .................................................................................................................. 17 

8. Gaining consent for data sharing ............................................................................................ 18 

Good online data management guides ....................................................................................... 18 

 

 

  



 

 

About these guidelines  
This document provides guidance to all researchers and support staff involved in the GCRF Drugs 
& (dis)order project who handle research data. By handling we mean all aspects of data collection, 
data transcription, data entry and digitisation, data translation, data storage, data transfers, data 
analysis, and so on.  
 
We define research data as any research materials resulting from primary data collection or 
generation, qualitative or quantitative, or derived from existing sources intended to be analysed in 
the course of the project. The scope covers numerical data, textual data, digitised materials, images 
and audio/visual recordings. 
 
The Drugs & (dis)order project aims to generate robust evidence on illicit drug economies, and the 
effects on armed conflicts, peace transitions, societies, public health and livelihoods. This poses 
many data management challenges. Key strategic issues and challenges for data management 
taken into account in this guidance include: 
 

• data generated needs to be long-lasting and available for future consultation and reuse; 
 

• the research data deal with sensitive topics and illicit activities which may put participants 
and researchers at risk; 

 

• collaborative data infrastructure is needed to facilitate cross-partner research; and 
 

• ethical and legal requirements for data protection and the understanding of consent in 
society may vary across partners. 

 
This guidance is being written according to issues arising in the GCRF project and will continue to 
develop  over time.



 

 

1. Data security  

 
Many of the research data being collected in this project are sensitive in nature, related to individual 
people (e.g. interviews or photographs) or organisations and people may be identifiable from the 
data (e.g. a life history).  
 
It is therefore essential that we make sure that data are handled in a secure way and that only 
people who need access to the data can access them. Unwanted disclosure of data may put 
research participants (respondents) and researchers at risk. 

 

1.1. Computer system security: encryption 

 
Check first whether your laptop has the latest version of the operating system running. If not, then 
upgrade to the latest version if you can.  
 
All laptops and tablets on which sensitive or personal data are being stored (even for short periods 
of time, e.g. data entry), should be encrypted. It is best to encrypt the entire laptop hard drive (disk). 
Alternatively (or additionally), an encrypted ‘container’ can be set up on the laptop, in which 
sensitive files are placed (locked up).  
 
Simple password-protection of the laptop is not sufficient, because taking out the hard drive and 
placing it in a different machine breaks this protection. 
 

Table 1. Encrypting an entire drive versus a container 
 

 Advantage Disadvantage 

Encrypt entire drive If an encrypted laptop is lost or 
stolen, nobody can access the 
information on the laptop. 
 
Every file on your laptop is secure, 
including temporary files and web 
browsing history. 

If you lose or forget your passphrase, you 
can no longer access anything on your 
laptop. 
 
Is there a risk you may be forced to 
reveal your passphrase? 

Encrypt container  This is fairly invisible on your 
laptop, if you give it an 
inconspicuous name, as it looks 
just like a file. Nothing indicates 
that this contains encrypted files 
within it. 
 
Once the container is closed you 
can easily move it elsewhere and 
the content remains encrypted. 

You have to mount the file to open up the 
container to access the encrypted files 
within it, and dismount it after you stop 
working to lock the container again. 
 
You have to make sure that when 
processing or analysing or altering the 
files in the encrypted container, you save 
all derived files also in the encrypted 
container and not elsewhere on your 
laptop. 

 
 
 



 

 

It is essential to keep the encryption key (passphrase) separate from the encrypted 
system/container. It is best for each institution (or department) to keep the encryption keys of all 
their staff secure in one place, managed by one administrator. That way, if someone forgets their 
passphrase, the administrator can retrieve the passphrase used. 
 
Here’s how to encrypt your drive for different operating systems. It is best to apply 256-bit 
encryption. 
 

Mac: FileVault 
 
FileVault is a standard part of the MacOS system. It is a default option when you first set up your 
laptop. So, most likely, if you use a Mac laptop, it is already encrypted with FileVault (unless you 
disabled it). 
 
To check whether FileVault is indeed enabled, look in the System Preferences > Security & Privacy 
> FileVault tab. Here is shown how to do this.  
 
Make sure to use a strong password or passphrase (see 1.3) and record this somewhere safe. 
Enabling FileVault will generate a recovery key. Again, keep this somewhere safe and away from 
the laptop. 
 
If multiple users use your laptop, then make sure there’s a master passphrase for FileVault (so all 
users are encrypted).  
 

Windows: Bitlocker or VeraCrypt (open source) 
 
Windows 10 Pro (and Windows 8 Pro) has Bitlocker Drive Encryption as standard feature. The 
easiest way to enable BitLocker for a drive is to right-click the drive (C: Drive) in a File Explorer 
window, and then choose the “Turn on BitLocker” command. See further information and 
instructions here. 
 
Make sure to use a strong password or passphrase (see 1.3) and record this somewhere safe. 
Enabling Bitlocker will generate a recovery key. Again, keep this somewhere safe and away from 
the laptop. 
 
Other Windows editions may have Bitlocker, so check first whether it is available on your system. 
If not, then open source tool VeraCrypt can be used for full disk encryption. Here is shown how to 
do this.  
 

Set up an encrypted container (Windows, Mac or Linux) 
 
If you prefer not to encrypt your entire disk, then an alternative is to create an encrypted container 
on your C Drive using Veracrypt. This video shows how to do this.  
 
An encrypted container behaves as a file on your system. To open it up, you need to mount it to a 
drive and unlock it with the encryption passphrase (or key). An encrypted container can also be 
used to move encrypted files, e.g. on a USB stick or by sending as an email attachment. 
 

 
 
 

https://support.apple.com/en-gb/HT204837
https://www.howtogeek.com/192894/how-to-set-up-bitlocker-encryption-on-windows/
https://www.howtogeek.com/192894/how-to-set-up-bitlocker-encryption-on-windows/
https://archive.codeplex.com/?p=veracrypt
https://www.howtogeek.com/howto/6169/use-truecrypt-to-secure-your-data/
https://www.howtogeek.com/howto/6169/use-truecrypt-to-secure-your-data/
https://www.youtube.com/watch?v=Ogm9QHQpFqU&index=5&list=PLG87Imnep1Slj6Dxq1QQ4_WeQYU3vNBX_


 

 

Encrypt an external drive 
 
FileVault, Bitlocker and VeraCrypt can all be used to encrypt an external hard drive or external USB 
stick. See for example instructions for FileVault and Bitlocker. 
 

Encrypt mobile phone 
 
If mobile phones are used to capture or carry sensitive data, they should also be encrypted. 
iPhones are encrypted by default; Android phones are not. If you need guidance, let me know and 
I’ll find out how to do this. 
 

1.2. Network security 

 
A key aspect for network security are solid antivirus and antimalware protection. If you have no 
protection yet, then MalwareBytes is a good open source solution for Windows and Mac. A free 
version exists that needs to be run manually (for example weekly).  
 
It is also important to regularly apply upgrades and patches to operating systems and applications 
to avoid viruses and malicious code. 
 
Store sensitive data files on a computer that is not connected to internet services and investigate 
whether we want/need vulnerability testing, e.g. using Nessus or OpenVAS. 
 

1.3. Passphrases  

 
Use a passphrase instead of a password. The more characters in the phrase, the stronger it is. 
Plus, it may be easier to remember. Make sure to include some capitals, numbers and 
punctuations.  
 
Example: MyMotherM$kesTheB*stCak3s 
 
Encryption passwords/phrases can be stored in a sealed envelope in a secure place (e.g. a safe), 
so they can be retrieved if lost.  
 

1.4. Physical security 

 
Control access to buildings, rooms, cabinets where sensitive data, computers, laptops, hard disks or 
paper-based materials are kept. 
 
Decide who needs access to sensitive data files and make sure only those people have access. 

 

1.5. Secure transfer 

 
If you need to transfer sensitive data files, these are some options and guidelines available. 

https://www.youtube.com/watch?v=JIZ9EFMS0ic&index=4&list=PLG87Imnep1Slj6Dxq1QQ4_WeQYU3vNBX_
https://www.youtube.com/watch?v=y4Iosu-Yfsw


 

 

First make sure to remove direct identifiers such as people’s names, addresses, etc. from 
the files. Also make sure there’s no names kept in the file name or hidden in the file properties 
(sometimes the original file name is kept in the properties). Check File > Info > Properties. 
 
If transferring files to project partners, this can be done via Glasscubes. Ask Veerle to set up a 
workspace with access for only those people that need access. 
 
If transferring files beyond the partnership (e.g. to translation or transcription companies), then: 

1. Set up an encrypted container with VeraCrypt (see 1.1) and place the files in it. 
2. Use the secure email system Tutanota to send the encrypted container (or use your own 

email system to send the container; or use a secure ftp server (if available); or deliver in 
person by placing the encrypted container on a flash drive). 

3. If possible do not send the encryption passphrase via email; provide it via telephone or in 
person 

 

1.6. Secure deletion of files 

 
Simply deleting files from a computer does not actually erase them. They can always be retrieved. 
There are ways to securely erase data files. 
 

Hard drives 
 
For hard drives, which are magnetic storage devices, deleting files does not permanently erase a 
file from the physical drive. It only removes a reference to the file. Software is available for the 
secure erasing of files from hard disks, for example AxCrypt, Eraser and WipeFile are free open 
source file and folder shredding tools. The most reliable way to erase data is to physically destroy 
the drive. 
 

USB flash drives and solid-state disk 
 
Flash-based storage devices and solid-state disks are constructed differently to hard drives and 
techniques for securely erasing files on hard drives cannot be relied on to work. Physical destruction 
is advised as the only certain way to erase files. 
 

CDs/Optical Discs 
 
Shredders can be used to destroy CD/DVD and Blu-ray discs. 

 

  



 

 

2. Collaborative research environment 
 
Glasscubes is used as a secure online collaborative workspace for the project. It is a cloud-based 
platform, hosted in the UK, that is ISO27001 (Information Security Management Systems) certified 
and has Cyber Essentials certification.  
 
It can therefore be used to share data files with colleagues on the project and to transfer data files 
between partners in a secure way. All files placed on Glasscubes are automatically encrypted by 
the platform. The platform also ensures back-up of all resources placed on it.  
 
Specific data workspaces are set up per country or partner, marked ‘[Protect] Data XXX’, whereby 
access is limited to only those people that need access to the data. A data workspace can be 
requested to be set up. 

 
  

https://customerservices.glasscubes.com/share/s/rrl0s7d5qbkbejo5k5lt0iot8k
https://customerservices.glasscubes.com/share/s/i3dp6r26dgpdsid6a4s43b4gq9


 

 

3. Data storage and backup  
Data files should be stored securely in at least two different places after they have been created, for 
example on the PC or laptop of the person creating the data files, plus with a backup copy on an 
external hard drive.  
 
The backup copy should be updated regularly each time the data file changes, for example daily or 
weekly. Once data files are ‘final’ they should be stored in two separate external hard drives.  
 

3.1. Storage of audio recordings 

 
All audio recordings of interviews (which may contain sensitive and identifiable information) should 
be stored securely on an encrypted PC/laptop and a separate copy (backup) on an encrypted hard 
drive and the recording wiped from the recorder.  
 
Give meaningful names to the files, see 6.3. Bulk rename utility can be used to rename large 
amounts of data files.  
 

3.2. Storage of interview transcripts and summaries 

 
Whilst interviews are being transcribed, they should be kept on the person’s encrypted PC/laptop 
and with a backup copy on an external encrypted hard drive. See whether directly identifiable 
information can be anonymised during transcription (see section 5). 
 

3.3. Storage of database 

 
Whilst the database is being created and worked on, it should be kept on the person’s PC/laptop 
and with a backup copy on an external hard drive. 
 

3.4. Storage of images 

 
All images (which may contain identifiable information) should be stored securely on a PC/laptop 
and hard drive and the recording wiped from the recorder.  
 
Give meaningful names to the files, see 6.3. Bulk rename utility can be used to rename large 
amounts of files.  

 
 
  

https://www.bulkrenameutility.co.uk/Download.php
https://www.bulkrenameutility.co.uk/Download.php


 

 

4. Non-disclosure agreement for 
transcription and translation 
 
If audio recordings or transcripts that contain personal or sensitive information are sent to an 
external transcriber or translator (i.e. a person that does not form part of the GCRF project or one of 
the partner institutions) then a non-disclosure agreement should be drawn up with the transcriber or 
translator that details how to handle these sensitive data. 
 
Clauses to include in the agreement are for the external party to agree to would be: 
 

• I understand that I will be working with sensitive/confidential information that has been 
agreed to be kept confidential with the persons providing this information. 

• I agree not to share any information about any party with anyone except with the 
Researcher/Contact of the GCRF project. 

• I agree to keep all the research information confidential by not discussing or sharing the 
content of the interviews in any form or format with anyone other than the 
Researcher/Contact. 

• I agree to keep all research information in any form or format secure while it is in their 
possession (you could specify that work should be done using an encrypted drive or 
container). 

• I agree to return all research information in any form or format to the Researcher/Contact 
when completing the transcription/translation tasks (e.g. returning USB drives sent). 

• I agree, after consulting with the Researcher/Contact, to erase or destroy all research 
information in any form or format that is not returnable to the Researcher: 
- information stored on a computer hard drive should be securely erased using a secure 

erasure programme, such as Eraser (see 1.6) 
- the computer’s recycle/trash bin must be emptied 
- paper copies must be destroyed/shredded.  

 
 

  



 

 

5. Remove personal identifiers from 
data files (for anonymisation) 
 
The best way to protect people’s privacy would be not to collect identifiable information at 
all. Consider whether that is possible when interviewing people, by using codes for interviewer and 
interviewees. 
 
The second-best option is anonymisation. Anonymisation aims to reduce the risk of being able 
to identify people from a data file. It is not always possible to eliminate all risk, i.e. to fully anonymise 
data files. That is especially the case for qualitative data such as interviews.  
 
Combining anonymisation with controlling access to data will help to minimise the risk of disclosure. 
 
Personal data can be disclosed through two categories of identifiers: 
 

• Direct identifiers such as a person’s name, address, telephone number, social security 
number, etc., that specifically identifies one individual; 

• Indirect identifiers that can identify a person in combination with other information, for 
example, by cross-referencing a person’s employment (job), age, gender, location, etc. 

 
The process of anonymising data means that identifiers are altered in some way, for example 
removed, substituted, aggregated or generalised. 
 
Anonymisation can also impact on the usefulness of data because certain information is removed, 
so care needs to be taken before information is removed.  
 
Different versions can be created of a data file for different purposes, for example keep the raw data 
file securely stored at the institution that collected it but create an anonymised version to share with 
partners. 
 

5.1. Anonymising quantitative data 

 
Remove direct identifiers.  
 
Example: remove people’s names or replace them with a code, remove addresses, social security 
number, name of employer, etc. 
 
Aggregate or reduce the precision of a variable, e.g. age, place of residence, job. 
 
Example: Record the year of birth rather than the day, month and year; aggregate job name into 
standard occupational classification employment codes; aggregate age into age groups of 5 or 10 
years.  
 
Generalise the meaning of a detailed text variable.  
 



 

 

Example: Detailed employment information could indirectly identify a person; this can be replaced 
with a generic response such as ‘one area of medical speciality.’ 
 
Restrict the upper or lower ranges of a continuous variable to hide outliers if the values for 
certain individuals are unusual or atypical within the wider group, by collapsing the high or 
low values into a single code. 
 
Example: Annual income can be top-coded to avoid identifying highly paid individuals even if lower 
incomes are not coded into groups; all ages below 18 years can be grouped into one code. 
 
Variables that have low counts for one particular response (for example less than 5 
individuals in the population sample) can be grouped into broader categories. 
 
Example: minority religions can be grouped into a broader category, whilst more common religions 
can be individually named. 
 

5.2. Anonymising qualitative data 

 
Use pseudonyms or generic descriptors to remove identifying information, rather than 
blanking-out that information 
 
For example: replace a person’s name in the text/story with [Name] or a pseudonym or a code 
[person C103] or a generic term [his employer], [her sister] 
 
Identify replacements in text clearly, for example with [brackets]  
 
Identifying information often contains number and capitalised words, e.g. as name of a 
person, name of a company/organisation, date of birth, addresses, educational institutions. 
 
Also look out for other people being named by the interviewed person. 
 
Do not use the names of interviewee or interviewer in the file name, as this may be kept long-
term in the file properties of the file (use File>Inspect Document in Word to check for hidden 
names in the file properties).  
 
A Text Anonymisation Helper tool can help you find text that needs anonymising (based on 
Capitalised words and numbers). 
 

  

http://data-archive.ac.uk/curate/standards-tools/tools


 

 

6. Organising data files 
 

6.1. Transcription of interviews 

 
Make sure during transcription of interviews that each transcript: 
 

• has a unique identifier such as a code or number; 

• has a uniform layout for the entire collection of interviews; and 

• uses speaker tags to indicate question/answer sequence in the interview, for example: 

• uses line breaks between turn-takes; 

• are page numbered; 

• have a header with brief interview or event details such as date, place, interviewer 
name/code and interviewee details; 

• show clearly whether changes have been made, for example anonymization indicated with 
[brackets]; and 

• avoid using bold text or colour coding in the text, as this can disappear when using 
transcripts in analysis software (e.g. converting to .txt format). 

 
Example: 
 
Interview Int_001 
 
Information about Respondent: 
(e.g. Age, Gender, Occupation, Marital Status, Geographic region, etc.) 
 
Interviewer: How long have you lived in England? 
 
Respondent: I came here in late 1968. 
 
Interviewer: You came here in late 1968? Many years already. 
 
Respondent: 31 years already. 31 years already. 
 
Interviewer: (laugh) It is really a long time. Why did you choose to come to England at that time? 
 
Respondent: I met my husband and after we got married in Hong Kong, I applied to come to 
England. 
 

6.2. Transcription tools 

 
Interview transcription can be a time-consuming process. For human transcription, the estimate is 
that 1 hour of audio interview takes about 4-8 hours to transcribe.  
 
Transcription is best done by a person who is trained to do this, with good typing skills. Certain tools 
can also help: 



 

 

 

• a foot pedal connected to the PC/laptop to start/stop/rewind the audio; and 

• transcription software. 
 
Practical guidance on transcription tools is available. 
 
There are also increasingly good transcription tools, for certain languages, based on automated 
speech recognition. Oral History & Technology provides good guidance and tools. Speech 
recognition can also be used for dictation, for example using the dictation tool. 
 

6.3. File naming 

 
A file name is a principal identifier for a file. Good file names provide useful cues to the content and 
version of a file, uniquely identify a file and help in classifying and sorting files. File names that 
reflect the file content also facilitate searching and discovering files. 
 
Use consistent and meaningful file naming that reflects the file content, avoiding spaces and 
special characters, using hyphens ‘-’ or underscores ‘_’ to separate logical elements in a file 
name. 
 
Examples:  
 

• Int024_AP_05-06-2008.doc (Interview with participant 024, interviewed by Anne Parsons on 
5 June 2008) 

• HHSurveyProcedures_00_04.pdf (Version 4 of the survey procedures for the Household 
Survey) 

 
Make sure that file names do not contain the names of people or the names of a detailed 
place such as a village. 
 
Bulk renaming of files can be done with the Bulk Rename Utility in Windows, or with software such 
as Ant Renamer, RenameIT or Rename4Mac. 
 

6.4. Organising files in folders 

 
Think carefully how best to structure files in folders, in order to make it easy to locate and organise 
files and versions. For example: 
 

• organise data files and documentation files in separate folders; 

• organise data files according to data type or research activity, e.g. ‘interviews’, ‘surveys’, 
‘images’, ‘focus groups’, ‘stakeholder analysis’; and 

• organise documentation files also according to type of documentation file and research 
activity. 

 

  

http://hummedia.manchester.ac.uk/schools/soss/morgancentre/toolkits/08-toolkit-transcribing-your-qual-data.pdf
https://oralhistory.eu/software/speech-recognition
https://dictation.io/
https://www.bulkrenameutility.co.uk/Download.php


 

 

7. Documenting data files 
 
Data documentation provides information that is needed to understand and use the data, now and 
in future.  
 
It provides context on what the data mean, how they were collected, which methods were used to 
create them, and how they can be used. 
 

7.1.General documentation for a data collection 

 
The following provides good documentation for a data collection: 
 

• Research design and context of data collection: project history, aims, objectives, 
hypotheses, investigators and funders. 

• Methods descriptions, including sampling, fieldwork methods, instructions for interviewers 
and enumerators, and the instruments used. 

• Information on geography and time period of the data collection. 

• Consent forms and information sheets used. 

• Secondary data sources used and their provenance. 

• Data validation, checking, and quality control procedures carried out. 

• Information on data confidentiality, access and use conditions.  
 

A ReadMe file gives a clear overview of the data collection:  
 

• for each filename a short description of what data the file includes;  

• any relationships between the data files;  

• for tabular data, definitions of column headings and row labels (variables and records), data 
codes (including missing data) and measurement units; and   

• for textual data, a data list of all interviews, focus groups, etc.  
 

7.2.Documentation of quantitative data 

 

• A questionnaire form or data dictionary for surveys. 

• Clear variable labels (descriptions) and code labels, with reference from the variables to the 
original question number or text in the survey. 

• Units of measurement for variables. 

• Coding and classification schemes explained, with a bibliographic and dated reference 
(some standards change over time). 

• Codes for missing data, with reason data are missing (blanks, system-missing or '0' values 
are best avoided). 

• Derived or constructed variables created after data collection, with the algorithm used to 
create them, for example grouping age data into age intervals. 
 



 

 

Examples:  
 

• variable ‘q11hexw’ with label ‘Hours spent taking physical exercise in a typical week’: the 
label gives the unit of measurement and the variable name refers to the question number 
(Q11b) 

• variable 'p1sex' = 'sex of respondent' with codes '1=female', '2=male', '8=not known', '9=not 
answered' 

• '99=not recorded', '98=not provided (no answer)', '97=not applicable', '96=not known', 
'95=error' 

• Where possible, the data documentation should be embedded in the data file, for example in 
Excel an additional worksheet in the data file can explain all variables and codes used; in 
MS Access and SPSS, the variable attributes can be described. 
 

7.3.Documentation of qualitative data 

 
Interview schedules and question lists for interviews or focus groups. 
 
For qualitative data collections, such as interview or image collections, a data list provides and easy 
overview of the data collection and gives key characteristics for each data item, for example 
biographical characteristics of interviewees, details of the interview.  
 
Make sure the data list makes it clear which data files (for example of audio recordings, transcripts, 
translations and images) are connected to each interview.   
 

Table 2. Example data list for a collection of qualitative data items 
 

Interview 
ID 

Pseudonym  Age Gender Occupation Country Place of 
Interview 

Date of 
Interview 

No of 
Pages 

Text File Name 

4929  Bridge  42 years  Male  Transporter  Uganda  Home  28/06/2011  37  4929_JK_Bridge 

756  Fred  47 years  Male  Casual 
Labourer 

Uganda  Health 
centre 

25/07/2011  31  756_JK_Fred 

632  Jacob  32 years  Male  Fisherman  Uganda  Home  01/06/2011  49  632_JK_Jacob 

4218  Happy  46 years  Female  Bar 
business 
owner 

Uganda  Workplace  26/07/2011  16  4218_SN_Happy 

 
  



 

 

8. Gaining consent for data sharing 
 
Since one of the GCRF project aims is to generate robust evidence and therefore research data that 
can be kept in the long-term for future consultation and reuse, and some of the collected information 
may be sensitive, contain personal information, and may pose a risk to participants if it is disclosed, 
it is important to discuss this with interviewees to decide how this can be achieved.  
 
Consider: 
 

• whether participants are happy for the information they contribute to be attributed to them, or 
would prefer their identity be kept hidden; 

• how informed consent for data use and sharing can be discussed and gained with 
participants; 

• how to protect the identity of participants by not collecting personal information in the first 
place (e.g. using pseudonyms during data collection), by keeping files with respondent 
identities and codes separate from the data files, or through redaction or anonymisation of 
data; 

• how to regulate access to part or all of the data files where necessary, for example by a 
membership group, by the purpose of the use or for limited time periods; and 

• train enumerators and translators to ensure full awareness of ethics and the need for 
confidentiality. 

 

 

Good online data management guides 
 
Other useful guidelines to refer to include: 
 

• CESSDA Training Working Group (2017 - 2018). CESSDA Data Management Expert Guide. 
Bergen, Norway: CESSDA ERIC. Available at: https://www.cessda.eu/DMGuide  

 

• UK Data Service (2019). Prepare and managed data. Available at: 
https://www.ukdataservice.ac.uk/manage-data.aspx 

 

https://www.cessda.eu/DMGuide
https://www.ukdataservice.ac.uk/manage-data.aspx
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